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HayuHno-uccnenoBatensCKuii IEHTP MOHUTOPUHTA W TPOMMIIAKTHKA
JIECTPYKTUBHBIX TPOSIBIICHUN B 00pa30BaTeNbHOM cpese
https://vk.com/nicmp

KOHCIIEKT KJIACCHOI'O YACA 110 TEME:
«JITPOPUIAKTUKA COYUYAEB MOILIEHHUYECTBA
C UCNTOJIb30BAHUEMIIU®POBBIX TEXHOJIOTI Ui1»

B Hactosimiee Bpemsi ¢ ydyeToM LM(PPOBHU3ALMU M BUPTYaTU3alMM Halen
MOBCEAHEBHOM KU3HU — BaXKHOM TEMOW ISl OOCYXKIEHUS CTaHOBSITCS BONPOCHI,
CBsI3aHHBIE C MMPAKTUKAMHU MeANabe30MacHOCTH.

Bonpocwer obyuarowumca. Kakoewi, na eawt 632180, camvle aKmydlbHble
Y2pOo3bl, C KOMOPLIMU Mbl MOICEM CIOIKHYMbCA 8 cemu unmepHem?

B mmpokoM cwmbiciie meduabezonacnocms — OOECIEUEHHE TOCYIapCTBOM
MH(POPMAIIMOHHON 0€30MacHOCTH TpaXKJaH, 3aluTa (U3UIECKOro, YMCTBEHHOTO H
HPABCTBEHHOTO pa3BUTHSA, a TaKKe 4YCJIOBEYECKOrO JOCTOMHCTBA BO BCEX
ayJIMOBU3YaJIbHBIX Meaua-yciyrax u 3JeKTpoHHBIX CMMUW. OdeHb 94acTO TOHSTHE
MeTra0e30NacHOCTH COBPEMEHHBIE ICCIIEI0OBATENH | TIEIarOTH CBSA3BIBAIOT TOJIBKO C
MOJIOJICXKbIO, IETHbMHU H MOJAPOCTKAMHM, XOTSI Ha CAMOM JIeJie 3Ta IpodiieMa KacaeTcs
BCETO OOIIECTBA B IIEJIOM, ITOCKOJIBKY, MPEXK/IE BCEro, MeIHa0e30acHOCTh KaXI0T0
YeIIOBeKa 3aBHCHT OT €r0 COOCTBEHHBIX YMEHUU «(PHIBTPOBATHY IMPEIIIOKEHHYIO
uH)OpMAaIHIO.

['oBOpst PO BOMPOCH MeIMAa0E30TACHOCTH, BaXKHO IMOHUMATh M OIPEIEICHHE
NOHATUH «MEIAWa-yrpo3bl» WIH «HH(DOpPMAIMOHHBIE Yrpo3b». Medua-yepo3wbl
(nHpOpPMAIIMOHHBIC YTPO3bI) — MOTCHIIMATHFHO BO3MOXKHBIC COOBITHS, MPOIECCHl WIIH
SIBIICHUSI, KOTOPBIE TIOCPEJACTBOM BO3ICHCTBHS Ha WH(POPMAIUIO WIH JIPYTHE
KOMITOHEHTHI WH(OPMAIIMOHHONW CHCTEMBl MOTYT MPSMO I KOCBEHHO MPHUBECTH K
HaHECEHUIO yiepOa HHTepecaM pa3InyHbIX CyOBEKTOB.

B Hacrosimee BpeMsi muccJeIoBaTe/ M MNpodjeM MeAuade30nacHOCTH
BBIJACJSAIOT CJIeyI0UHe MOTeHIHAIbHbIC HCTOYHUKH MeAHA-YIPO3:

v CylIecTBEHHOE pacUIMpEHHEe BO3MOKHOCTH MAaHHUITYJTHPOBAHUS CO3HAHHUEM
YelioBeKa 3a c4eT (JOPMHUPOBAHMS BOKPYT HETO0 WHAMBUAYATBHOTO «BHUPTYaTbHOTO
WH(OPMAITMOHHOTO MMPOCTPAHCTBAY;

v/ BO3MOXXHOCTh HCIIOJIb30BaTh TEXHOJOTHH BO3JACUCTBHS Ha TMCHXUYECKYIO
NEATENbHOCTD YEJIOBEKA;

v/ cOOp ¥ HCMONB30BaHHUE B KOPBICTHBIX IICNIAX MEPCOHATIBHBIX JTaHHBIX

M0JIb30BATEII HHTEPHET-IIPOCTPAHCTBA;
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v MaHUITYJIATHA O6I]_[€CTB€HHBIM MHCHHECM OTHOCHTCIIPHO OTHOIICHHUA K TEM

WA UHBIM OOIIIECTBEHHBIM COOBITHIM.

JlanHble Meaua-yrpo3sl MOryT ObITh TNMOTEHUHAJBHO pPeaju30BaHbI B
cJIey0IMX NPodJeMHBbIX (popMax:

v Konmenmuvle — Matepuanbl (TEKCTbI, KapTUHKH, ayauo, BUaeO(aibl,
CCBUIKM Ha CTOPOHHHE PECYPCHI), COAEPKAIUE HACUIIUE, arPECCHUI0, HELEH3YPHYIO
JICKCUKY H T.J.;

v kommyHnuxayuonnvie (CBS3aHBI C  MEXIHYHOCTHBIMA  OTHONICHUSMHU
MHTEpPHET- IOJIb30BaTeNIeil), HampuMmep, HE3aKOHHBIH KOHTAKT, JIOMOTATENIbCTBO,
kuOepnpecnegoBanre, KaOepOy/UIMHT (TpaBisi, OCKOPOJEHUS WU  yIpO3bl,
BBICKAQ3bIBACMbIC JKEPTBE C IOMOIIBIO CPEJCTB JJICKTPOHHOW KOMMYHHWKAIIUU, B
YaCTHOCTH, COOOIICHWH B COLMAJIBHBIX CETAX, MTHOBEHHBIX COOOIICHUH,
aneKkTpoHHBIX uceM u CMC);

v snexmponnvie — BO3MOXKHOCTh CTOJIKHYTBCSI C XHUIIEHUEM IMEePCOHATBHON
UHPOpPMAINK, PUCK TIOJBEPTHYThCS BHUPYCHOHM aTake, OHJIANWH-MOIICHHHYECTBY,
criam-atake, MIMUOHCKUM IporpaMmam u T.1.;

v nompebumenvckue — 3710ynoTpedICHUE B MHTEPHETE MPaBaMH MOTPEOUTEIS.
[Ipu »TOM Uil BBICTpaWBaHUSI CTpPATETUH COOCTBEHHOW 0€30MacCHOCTH
HE0OXO0IMMO 3HATHKJIIOUEBbIE MTPaBUIa 0€30MACHOCTH JaHHOU cephl.

Bonpocwet obyuarowumca. Bce wmbi akmueno nonvzyemcs coyuaibHulMu
cemamu. Cradcume, 6bl 3apec2ucmpuposanvl 6 coyuaivHou cemu? B kaxou? A
3Haeme Kiouegvle NPAsUIAOE30NACH020 NOBEOeHUS 8 COYUATILHBIX Cemsx?

OcHoBHBIE COBETHI M0 0€30IIACHOCTH B COIMHAJIbHBIX CETAX:

1. Orpannuuth cOucok Jpy3ed. Y Bac B JAPYy3bsIX HE JODKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJICH.

2. 3amuInaTe CBOIO YACTHYIO JKWM3HB. He ykaspiBaiite maponu, TenedOHBI,
aapeca, JaTy POXICHUS W JAPYTYyIO0 JTUYHYIO WHGOpMANHIO. 3JI0yMBIITUICHHUKA
MOTYT HCIIOJB30BaTh Jake WH(OOpPMAIMI0O O TOM, KaK BBl M Ballld POJUTEIU
IJIAHUPYETE MPOBECTU KAHUKYJIBI.

3. 3amMImathk CBOIO pENMyTalMIo - 3ajaBaiiTe cebe BOMpOC: XOTenu OBl BHI,
9TOOBI JpyTHE TOJB30BATEN BHUAEIW, 4TO BB 3arpyxaete? [lomymaiite, mpexmae
YeM YTO-TO OMYyOJMKOBAaTh, HAMMKUCATh U 3arPy3UTh.

4. Eciii Bbl TOBOPUTE C JIIOJIbBMH, KOTOPBIX HE 3HAETE, HE MCIOJIb3YHTE CBOE
peasbHOE UMS U JIPYryIo JIMUHYIO MH(OpPMAILMIO: UMS, MECTO JKUTEIbCTBA, MECTO
yueObl U Mpouee.



5. N3beraiite pazmenienus pororpaduii B MHTEpHETE, T€ Bbl H300paKeHbI Ha
MECTHOCTH,II0 KOTOPOI MOXKHO OIPEJEIIUTD Ballle MECTOIIOJIOKEHUE.

6. [Ipu peructpauvu B COLUMAIBHOM CETHU HEOOXOJAMMO HCIOJb30BATh
CJIO’KHBIE I1APOJIU, COCTOALIME U3 OYKB U IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8.

/. lns couMambHON CEeTH, TOYThl M JPYrMX CalTOB HEOOXOJIUMO
UCIIOJIb30BaTh pa3Hble maposu. Torna eciiv Bac B3JIOMAarOT, TO 3JI0YMBIIIJIEHHUKA
[0JIy4yaT OCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3zy.

Bonpocer ooyuarowmgumca. Illonvzyemecy au 6vl 31€KMPOHHOU NOYMOU?
3naeme, kakue npasuna 6e30NACHOCMU NPU Pe2UCMPAYUU IIeKMPOHHO20 aopeca
8AJICHO coOM00amsb?

JJIeKTPOHHAS MOYTA

DONeKTpOHHAsI TI0YTa — ATO TEXHOJIOTHUS W MPEIOCTABISIEMbIE €0 YCIYTH TIO
NEPECHUIKE U TMOJYYEHHUIO JIEKTPOHHBIX COOOIICHHM, KOTOpbhIE pachpenesstoTcs B
KOMITbIOTEpHON ceTH. (OOBIYHO DJICKTPOHHBIA TIOYTOBBIA  SIIUK  BBITJISIAUT
CJIEIYIONIMM 00pa3oM: UMS_IOJIb30BaTeII(@UMs_JoMeHa. Takxke, KpoMe nepeaadu
IPOCTOTO TEKCTa, UMEETCSl BOBMOXKHOCTh NIepeiaBaTh (auJibl.

OcHOBHBIE COBETHI 10 0€30MACHO padoTe € 3TeKTPOHHOM MOYTOM:

1. Hanmo BbIOpaTh TIpaBWIBHBIM TIOYTOBBIM CcepBUC. B uHTEepHETEe ecTh
OTPOMHBIN BBIOOP O€CIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIE JOBEPATH TEM,
KOTr'O 3HACIIb U KTO MEPBBIN B PEUTHUHTE.

2. He yxa3piBaliTe B JNMYHOW TouTe JUYHYH0 wuHpopmainum. Hampumep,
JydIlie BEIOPATh «MY3bIKaIbHBIN (haHaT@» unu «pok2013» BMecTo «Ttemal3.

3. Ucnonp3yiiTe ABYXATAlHYI0 aBTOPHU3ALMIO (3TO KOTJa TOMHUMO Tapojs
HY>KHO BBOAMTHKOJI, TPUChUTaeMbIii 1o SMS).

4. BeiOepute CIHOXHBIA maposb. JJI KaXIOro MOYTOBOTO SIIIHMKA JOJIKEH
OBITH CBOM HAJACKHBIN, YCTOMUMBBIA K B3JIOMY ITapOJIh.

5. Ecnin ectb BO3MOXKHOCTHh MpUIYMaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCMOJIB3YUTE 3TY BO3MOKHOCTD.

6. Ucronp3yiiTe HECKOJIBKO TOYTOBBIX SIMUKOB. OTAEIBHBIA HEOOXOIUMO
MMETh I YAaCTHOW MEpPEeNUCKU C agpecaTamu, KOTOPBIM Bbl JOBEPSETE - 3TOT
ANIEKTPOHHBIN aJpec HE HAA0 HCMHOJb30BaTh MpPH perucrpauuu Ha ¢Gopymax u
calrax.

7. He otkpbiBaiiTe (hailsibl U Ipyrue BIOKEHHUS B MUChbMax Jaxe €Cld OHU
MPUILIMA OT BalllUX JApy3eH. Jlydme yTo4yHHUTE y HUX, OTIPABIISUIM JIU OHU BaM 3TH
(baibl.



8. [locne okoHuyaHusi pabOTHl HA IOYTOBOM CEPBUCE NEPEN 3aKpPhITHEM
BKJIaJIKH C CAUTOMHE 3a0yJibTe HaXKaTh Ha « BBIATI.

Bonpocwt obyuarowgumca. A xaxou y eac menegon? Knonouwwlii uiu
00OblyHbILI?  3Haeme U KIlouegvble  npasunia  6e30nacHo20  UCHOb308AHUS
cmapmagporom?

MobouiabHbIi Tes1ed oH

CoBpemeHHbIe cMapT(hOHBI M TJIAHIIETHI COAEPXKaT B ceOe BIOJHE B3POCIBIN
(GyHKIMOHAN, W Tenepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIbloTepaMu. OJIHAKO, CPEJACTB 3AIIMUTHI JJISI TOJAOOHBIX YCTPOMCTB MOKa OYEHB
Maisio. TecTupoBaHHe W MOUCK YSI3BUMOCTEM B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak g IIK, 1o xe camoe kacaercs W MOOMIBHBIX mpuioxeHuid. CoBpeMEHHBIE
MOOWIbHBIE Opay3epbl YK€ MPaKTUUECKH JIOTHAJIU HACTOJbHBIE aHAJOTH, OJHAKO
pacmpenre (yHKIHMOHANA BIIEYET 3a cO00il OONBIIYIO CIOXHOCTH U MEHBIIYIO
3allMIIEHHOCTh. Jlaneko He Bce NPOM3BOJMTENM BBITYCKAIOT OOHOBJICHUS,
3aKpbIBAIOIINE KPUTUYECKHUE YSA3BUMOCTHU JIJIsI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI VISl 0€30MACHOCTH MOOMJIBLHOTO TesedoHa:

1. ByabTe OCTOpPOKHBI, BE[b KOTJIa BaM MpeajiaratoT OecriaTHbIN KOHTEHT, B
HEM MOTYTOBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH.

2. ymaiite, mpexnae yeM otnpaBuTh SMS, ¢oro wiu Buumeo. Bel TouHO
3HaeTe, rJe OHUOYAyT B KOHEYHOM HTOre?

3. HeoOxomumMo 0OHOBIISATH ONEPAIlMOHHYI0 CUCTEMY TBOETO cCMapT(dOHa.

4. Vlcionp3yiTe aHTUBUPYCHBIE TIPOTPAMMBI ISl MOOMIJIBHBIX TeJIE(OHOB.

5. He 3arpy»xaiite npuioxeHus: OT HEM3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT
CoJIepKaThBPEAOHOCHOE IPOTPaMMHOE 00ECTIICUCHHE.

6. [Tocie Toro Kak BBI BBIMJIETE C caiiTa, IA¢ BBOAWIM JTUYHYIO HHPOPMAIIHIO,
3aliTuTe BHACTPOMKHU Opay3epa u ynaaute «Cookies».

7. I[leppoguyeckn MpOBEpsHTE, KaKUe TIJIaTHBIC YCIYTrd AKTHBUPOBAHBI Ha
BaIlieM HoOMepe.

8. [laBaiiTe cBOWi HOMEp MOOWIBHOTO Tele(OoHa TOJBKO JIOASM, KOTOPBIX
BBl 3HAaeTEe UKOMY JIOBEpsETE.

9. Bluetooth momxkeH OBITH BBIKIIOYECH, KOTJA Bbl UM HE IMOJb3yeTech. He
3a0BIBAWTEMHOTIA TIPOBEPSITH ATO.

Bonpocwel odyuarowmgumca. A 3Haeme, umo makoe NepcoHAlbHbie OaHHble?
Ilouemy ux ne cnedyem pazenauiams?
He3akoHHoe pacnipocTpaHeHUe, B TOM YHCJ€e XUIeHHe JJUYHBIX JAHHBIX



I'maBHass uenp ¢QuiuuMHra (BHJa HWHTEPHET-MOILIEHHHYECTBA) COCTOUT B
MOJYYCHUU KOH(QUACHIIMAIBLHBIX JAHHBIX MOJb30BATENICH — JIOTHHOB | mapoJjei. Ha
aHriauiickoM s3bike phishing uyurtaercs kak ¢ummar (ot «fishing» — peiOHas 0B,
«password» — mapoub).

OcHoBHBIE COBETHI 10 00pbOe ¢ PUIIHHTOM:

1. Cnegute 3a cBouM akkayHTOM. Eciu BbI mojo3peBaere, 4yTO Balla aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXOAMMO 3a0JI0KHPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOXHO CKopee.

2. Ucnonp3yiite Oe3omacHble BeO-CaliThl, B TOM YHCIE JJISi MOCEIICHUS
MHTEPHET- Mara3uHOB U IMOUMCKOBBIX CHUCTEM.

3. Ucnonb3yiiTe crnokHble M pa3Hble Napoiu. TakuMm o0pa3oM, €ciu Bac
B3JIOMAIOT, TO 3JIOYMBILIUIEHHUKH MOJYy4YaT AOCTYH TOJIBKO K OAHOMY Ipoduiio B
CETH, a HE KO BCEM.

4. Ecnu Bac B3JI0Maiu, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE€ J00ABIEHBI B IPY3bAX, O TOM, YTO Bac B3JIOMaJU U, BO3MOXKHO, OT BallIEro
UMEHU OYyJeTPacChIaThCA CIaM M CChUIKU Ha (DUIIMHTOBBIE CANUTHI.

5. YcranoBute HaaexHbii mapoib (PIN) Ha MOOMIBHBIH TenedOH.

6. OTkirounTE COXpaHeHue maposs B Opaysepe.

7. He otkpebiBaiite (ailfibl U Ipyrue BIOXKEHUS B MUChMaX, JAXe €CIU OHU
OPUIIUTM OT BalMX Jpy3eil. Jlydine yTouHUTe Y HUX, OTHPABIISUIM JIM OHU BaM 3TH
(babI.

Taxkum oOpazom, coOr0/1ast YKa3aHHBIC BBIINIE MMPABHIIA, MOKHO 00€30MIaCUTh
cebds OT TPOTUBOMPABHBIX TMOCITATENBCTB TP HAXOXKJICHUU B HWHTEPHET-
IIPOCTPAHCTBE B PAMKAaX €r0 UCIOJIb30BAHUSI.

Ecnu Bvt cmanu scepmeoii npecmyniieHus, 8 0043ameabHom nopaoke
Heo0x00umo oopamumsca 6 noauyuio no meaegony 112 unu 02.
bepecume ceba u ceoux onuzkux!
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